We can help you quickly and efficiently design "\ N
and implement an Information Security
Management System (ISMS) and ICT across your
entire organization.

Implementation of the Information Security Management System (ISMS) includes, among
other things, the definition of protected information assets, the management of security
risks and the implementation and review of security measures. We have many years of practical
experience in deploying ISMS in a wide variety of environments.

ISMS is defined by a standard, e.g. ISO/IEC 27001 (or (ISO/IEC 14001) or occupational health and safety
the entire ISO/IEC 2700x family of standards), which systems (OHSAS 18001), (ISO/IEC 9001). ISMS can

is fully compatible with quality management systems therefore be easily integrated into the organization’s
(ISO/IEC 9001), environmental management systems overall management system.

Our specialists can help you in all areas of ISMS. Our practical
experience, which, in addition to references from implemented
projects, is supported by our own certification according to
ISO/IEC 27001, means we are able to take into account the

specifics of a particular organization and comprehensively

implement its security processes.

Security is our DNA
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What do we offer?

Support for the implementation of the ISMS in the
organization

Comprehensive assistance in building an ISMS, including
definition of the scope of the system, risk analysis, design of

the risk management process, definition of security measures,
development of the security policy and other security
documentation, user training, internal audit of the ISMS, and any

other activities through to support in the ISMS certification phase.

All of these activities can be implemented on a turnkey basis or in
the form of consultations or revisions of outputs.

Implementation of ISMS processes
Consulting support in the design and implementation of ISMS
fragments (processes), their redesign, optimization, etc.

Security documentation

Design of the structure and creation of security documentation
including security policy, security guidelines, user and
administrator manuals, etc.

Security management audits

Implementation of internal ISMS audits, comparative audits
against ISO/IEC 27002, ISMS process audits or partial audits of
selected ISMS areas, processes, etc.

External security administrator

A specialized set of services to support an organization’s
information security management processes. Our consultants
and specialists ,outsource” a wide range of information security
.maintenance” activities that the organization is unable or
unwilling to cover with its own staff. In practice, this may include
preparing and updating security documentation, user training,
investigation and evaluation of security incidents, periodic
technical security reviews, etc.

Other turnkey services
We are also able to cover individual client requirements in the area
of ISMS and related areas of information technology security.

Our approach to ISMS

Benefits

Determining the optimal ratio
between the costs and the
achieved level of security of

the organization’s information
assets - maximum efficiency
and precise targeting of security
investments.

Boosting the organization’s
credibility in the eyes of clients
and partners.

Ensuring compliance with
legislative requirements.

Reducing the risks associated
with the unavailability of
information and services,
leakage or unauthorised access
to the organisation’s information.

Saving on costs related to
recovery from security incidents.

Minimizing the risk of data
leakage and protecting the
organisation’s stability.

Increased security awareness
among employees - reduction of
user errors.

Continuous monitoring and
evaluation of the organization'’s
current level of information
security.

We approach the ISMS from the information technology side - our goal is not to ,,justimplement” the ISMS
according to the ISO standards; we also place emphasis on specific IT technologies and processes and their

compliance with the organization’s business processes and real security needs.

We address information system security in a manner than ensures that risks are managed through appropriately
set processes - we must identify risks, determine theirimpact with respect to the value of assets and define
appropriate countermeasures. Such a solution will then ensure the effective elimination of a significant proportion

of the risks before they actually occur.
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